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I. Introduction
If personal data is the currency of the digital economy, then consumers and businesses must
concern themselves with how that data is being collected, protected and stored. In this age of
unending data breaches, very prominent companies, such as Equifax ¹ and Yahoo ² , have been
among the hardest hit. Hackers and identity thieves are shattering trust and complicating a
variety of everyday transactions.
How big of a problem is identity theft? As
of late 2016, more than 3 billion internet
users were relying on their digital identity
to do a multitude of things online — banking,
shopping, consuming entertainment, sharing
personal information and connecting with
friends and family. ³

“…identity fraud spiked

16%

from 2015 to 2016, a record-high
increase…”

In fact, in a survey published in early 2017,
Javelin Strategy & Research found that the
incidence rate of identity fraud spiked 16
percent from 2015 to 2016, a record high
increase since Javelin started tracking
identity fraud in 2003. Despite the efforts of
the industry, fraudsters successfully adapted
to net 2 million more victims to increase their
take by nearly $1 billion to $16 billion.

¹ https://krebsonsecurity.com/2017/09/equifax-hackers-stole-200k-credit-card-accounts-in-one-fell-swoop/
² http://money.cnn.com/2017/10/03/technology/business/yahoo-breach-3-billion-accounts/index.html
³ https://techcrunch.com/2016/08/19/reimagining-the-ecosystem-for-identity-verification/
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Questions are stacking up, particularly for industries that rely on secure transactions, such as
those in financial services, healthcare, hospitality and the sharing economy.
How do businesses ensure customers are actually who they claim to be?
How do businesses ensure valid customers pass screening, while fraudulent
ones are denied?
What personal information do businesses actually need for various transactions?
How do businesses establish security measures customers can trust?
And what’s the impact of chosen measures on the customer experience?
It is clear that current methods of protection against identity theft are not sufficient.
Businesses and institutions that transact with personal identity information need better,
stronger or simply other solutions. And consumers are asking how do they take back control
over their personal information.
This white paper, Protecting Your Business and Establishing Trust: The Importance of
Identity Verification and How Businesses Should Choose Solutions, will give you a solid
overview of key points to consider as you continue to strengthen your business’s protections
of personal data and safeguards against fraud.
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II. Knowing Your Acceptable Level of Risk
There is no one-size-fits-all formula for determining the level of identity proofing you may want
or need. Different businesses serving different industries will want to tailor their choice in ID
proofing solutions based on what they – and industry regulators – consider an acceptable
level of risk.
For example, owners of a bike sharing app might be satisfied with simply knowing customers
are using a credit card that they are authorized to use. Similarly, owners of an apartment
available through AirBnB may want to go a step further and confirm the identity of people
hoping to rent their property.
But others, such as banking professionals launching a mobile app and federal border security
personnel screening travelers, will insist on a far more robust degree of ID proofing that
complies with stringent industry and governmental regulations.
Once the acceptable level of risk is known, the corresponding level of assurance or level of
identity proofing required should be instated. Today, trusted transactions employ multi-factor
authentication. Multi-factor authentication means that an individual has presented information
that meets 2 of 3 categories.

Multi-factor Authentication Categories:
Something you have (Verified ID or credential)
Something you know (Knowledge Based Answers [KBA] such as a 		
password, PIN or specific answers to questions)
Something you are (Presenting biometric proof, such as a fingerprint,
or facial or voice recognition)

A number of solutions are available to confirm this information.
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The higher the level of risk associated, the
higher the level of assurance required.

LOW

MEDIUM

HIGH

Capture Credential
Data & Images

Capture Credential
Data & Images

Capture Credential
Data & Images

Autofill Forms Into
Database/CRM

Autofill Forms Into
Database/CRM

Autofill Forms Into
Database/CRM

Authenticate ID Via
Forensic Testing

Authenticate ID Via
Forensic Testing

Biometric Facial
Recogition Match

Biometric Facial
Recogition Match

Client Onboarding/

PROBLEM Workflow

Optimization

RFID Chip Analysis
Detection
PROBLEM Fraud
& Prevention
Digital & Physical

PROBLEM Identity Security

Manual Review
Risk
PROBLEM Governance,
& Compliance
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III. Knowing Your Industry Regulations & Being Compliant
Businesses are obligated to ensure that customers are who they claim to be. The steps
required to meet that obligation are determined primarily by the industry and the financial
value of transactions involved.

Here are three of the most common regulation-related terms and what
they mean.
Know Your Customer (KYC): This is the process of a business identifying and verifying the
identity of its clients. The term is also used to refer to the bank and anti-money laundering
regulations that govern these activities. Know your customer processes are employed
by companies of all sizes for the purpose of ensuring their proposed agents, consultants
or distributors comply with anti-bribery regulations. Banks, insurers and export creditors
are increasingly demanding that customers provide detailed anti-corruption due diligence
information. In recent years KYC has expanded beyond financial services to mean know who
you employ, know who you lease property to, know who you are dealing with; ignorance is no
longer bliss or lawful.
Anti-Money Laundering (AML): Financial firms must comply with the Bank Secrecy Act and
its implementing regulations (“Anti-Money Laundering rules”) such as in the United States and
the European Union’s Fourth Anti-Money Laundering Directive. AML rules are designed to help
detect and report suspicious activity, including actions that often lead to money laundering
and terrorist financing, such as securities fraud and market manipulation.
Personally Identifiable Information (PII): This is any information that can be used to identify,
contact or locate an individual, either alone or combined with other easily accessible sources.
It includes information that is linked or linkable to an individual, such as medical, educational,
financial and employment information. Examples of data elements that can identify an
individual include name, fingerprints or other biometric (including genetic) data, email address,
telephone number or social security numbers for US citizens.
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For example, financial institutions and financial services firms in the U.S. need to comply
with applicable security regulations when opening new accounts. KYC programs begin by
collecting and verifying information about customers and checking them against a list of
known criminals. Higher-risk customers that are subject may have additional information
collected, and, under AML regulations, their activity is monitored for potential red flags. Next,
the bank must verify that the customer is who they claim to be by obtaining PII data, by asking
questions about their personal history, such as cities or streets where they’ve lived in the past.
Identity proofing, the term for identity verification by analysts such as Gartner, is a process
that demonstrates with confidence that someone is who he or she claims to be. It helps to
establish and maintain trust in that person’s identity throughout a relationship.

8

Earlier this year the United States Department of Commerce National Institute of Standards
and Guidelines published its guidelines (https://pages.nist.gov/800-63-3/) for digital identity
management including enrollment and identity proofing.

Common verification practices you are likely familiar with include:
Knowledge-based verification: You’re asked a series of questions that you would need to
answer to confirm your identity. Examples of these questions include past mailing addresses,
mortgage amounts and lender names. Knowledge-based questions aren’t entirely secure,
though, since the answers can be obtained through a hack. Back in 2015, scammers were
able to steal tax refunds by figuring out the answers to these questions.
Secondary passwords: ID proofing services can issue temporary one-time-use passwords
to verify identities. You’re sent a one-time password via an “address,” like a phone number,
or a home or email address. You then enter the one-time password to verify your identity.
Organizations ask you to bind yourself to an identity associated with a known, trusted online
account, such as Facebook or LinkedIn.
You should note that these verification process are increasingly considered not to be secure,
as social media profiles and email addresses can be hacked. And when it comes to PII,
it is very important to find solutions that do not put this information at risk. While some
businesses may need to store this information, others may simply want to verify it. Never
store PII on devices or in the cloud unless necessary, and when stored always ensure that the
data is protected and convey that to customers.
Today’s technology is leading businesses to adopt processes that are more secure, userfriendly and familiar to customers, such as fingerprints and selfies for facial recognition. 4

4 https://www.acuantcorp.com/identity-fraud-prevention-in-todays-digital-economy/
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IV. Pleasing Your Customer
As a business owner, one of your top priorities is to establish a level of identity proofing
security that is appropriate for your industry and compliant with its governing regulations. But
it is not your only priority. To maintain a competitive edge, successful businesses balance the
need for identity proofing security with the need for a positive customer experience. Start
getting familiar with the term self-sovereign identity. It is a concept, where an individual is able
to control his/her identity attributes (that is, the pieces of personal data), no matter where
they reside.
When choosing customer-friendly identity proofing solutions, keep the following
benefits in mind:
Quick and easy interface: Fast loading times, simple design, simple language and 			
easy-to-follow steps vastly improve the experience for the time-strapped customer.
Availability across platforms: Your ID proofing processes should be available through
your app for desktop, tablet, and mobile devices, as well as on all mainstream 			
operating systems (i.e., iOS or Android, etc).This flexibility – coupled with cross-platform
synchronization – allows customers to make transactions anytime and anywhere.
Auto-fill and auto-populate capabilities: These features are crucial for streamlining, 		
increasing customer conversions and decreasing abandonment rates.
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V. Selecting a Solutions Provider
Regardless of the level of ID proofing your business requires, you want to work with a
solutions provider with the experience, expertise and capabilities to give your business the
very best relevant products and solutions on the market. To find the best match for your
business, measure and compare providers’ capabilities against the following criteria.
Criteria include:
Data: Access to reliable data that does not unnecessarily jeopardize PII is critical. This data
can come from proprietary ID libraries that are strong sources of customer authentication,
public key infrastructure, certain biometric algorithms, trusted lists, device intelligence,
behavior analytics and link analysis.
Machine learning: Improving outcomes based upon the management of actionable data from
the Data. This learning can be driven by customer behavior over time and or the behavior of
the source Data. Leveraging this intelligence to improve the proofing of the identity is key.
Cross-industry expertise: Not all industries are the same nor does the fraud associated 		
with the industry always manifest itself in the same way. Solutions that are built upon 		
different use cases are stronger than those focused on defeating approaches common 		
to one industry or use case.
Unified experience: Flexibility is required to help solve these problems whether they are 		
online, mobile or on premise and the winning solutions require the dexterity to help 		
address all of them from a common approach/methodology. A unified customer 			
experience along the journey regardless of platform or operating system is required.
Easy integration: Time is money and experienced, reliable and one size does not fit all 		
sizes extends to integrating an identity proofing solution that fits with your related 			
software and existing systems.
Accelerated onboarding: Reduce friction and fraud (RFF) by getting good customers/		
clients conducting reliable (increased assurance) transactions faster.
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III. Establishing Trust
Business is built on trust. Providers need to trust that the customers paying for their products
or services are using a payment method they have a legitimate right to use. Conversely,
customers need to trust both that a provider’s products and services will add value equal to the
price they’ve paid - and that the data they used to make that will be safe from fraudsters and
mishandling. Both sides need to trust that the transaction channel itself is as secure as it needs
to be.
No one single ID proofing solution is appropriate for every business. But there are ID proofing
solutions designed to meet the needs of your business – and to earn the trust of your
customers.
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About Acuant
cuant Inc. is a global technology company that provides comprehensive
Identity Verification solutions responding to various levels of risk and
assurance requirements. Utilizing patented technology Acuant transforms
data intake into a business-enhancing proposition while instantly reducing
the risk of fraudulent transactions.
Acuant has over 20 years of experience providing intelligent data capture and identity proofing
solutions to instant reduce fraud and increase revenue while providing a seamless customer
experience. Product offerings include data capture and auto-fill, document authentication,
chip and ePassport authentication with PKI, facial recognition software and expert manual
review of documents. Acuant’s human asissted machine learning powers the industry’s
largest identity document library, and covers more than 196 countries and all 50 US states and
Canadian Provinces.
Solutions make it easy and efficient to meet regulations such as KYC, AML and PII. Acuant
partners with start-ups, Fortune 500 and FTSE 350 organizations in all industries including
Government, Financial, Healthcare, Hospitality, and Security. Acuant holds 21 patents and has
over 1 million license installations and processes over 3 billion transactions annually for local,
cloud, and mobile environments.
Acuant employs a Sample Management System (SMS) that contains millions of document
image samples to train and test against for thousands of unique document types. In
addition, the Acuant Customer Experience Program yields over two million new records a
month allowing our products to be fine-tuned by actual field level experience. These are key
ingredients to our unique testing methodology.
Acuant’s intelligent engineering is made to work in any industry in any environment with
compatibility for Windows, iOS, Android, Hybrid and HTML 5, and built to allow meeting
the highest-level security requirements and regulations such as KYC, PII, HIPAA and AML.
Partners include start-ups, Fortune 500 and FTSE 350 organizations.
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